ITIS ETTORE MAJORANA
CESANO MADERNO

| Giscosvstens | CISCO NETWORKING
15 .| ACADEMY PROGRAM
LEARN THE SKILLS..LEAD THE FUTURE

Cisco SyYSTEMS

CERTIFIES
Itis E. Majorana
As A REGISTERED
NETWORKING ACADEMY

o]
CISCO

Signed for and on behalf of Cisco Systems Inc j

Networking

CISCO NETWORKING ACADEMY &&=

ITIS E. MAJORANA - CESANO MADERNO



ARTICOLAZIONE
TELECOMUNICAZIONI

PROGETTO CISCO

CCENT

Cisco Certified Entry-level Network Technician

ITIS E. MAJORANA - CESANO MADERNO &
___________________________________________________________________________________________________________________________________________________________________________|
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- DIDATTICA RETI
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LABORATORIO TELECOMUNICAZIONI
— DIDATTICA RETI

Il Laboratorio Didattica reti e stato attrezzato per affrontare da un
punto di vista pratico I diversi aspetti inerenti le reti di computer e
I’1internetworking.

Nell’ambito dei nuovi ordinamenti ad indirizzo Informatica e
Telecomunicazioni il laboratorio e attrezzato per le attivita
laboratoriali di

>Sistemi e reti

> Telecomunicazioni
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|_a dotazione di laboratorio e completa in guanto comprende:

ssel router Cisco ISR 1841 e tre switch Cisco Catalyst 2500, altri switch,
ssoftware per la progettazione e lo studio delle reti Cisco Packet Tracer,

ssoftware per la configurazione di apparati Cisco Network Assistant (CNA),
Cisco Configuration Professional (CCP)

s>Access Point 802.11n e access point/bridge Cisco Aironet 1310 per la
realizzazione di connessioni WiFi,

sun Firewall hardware Zyxel ZyWALL 5 UTM, per lo studio della sicurezza
delle reti.

s>schede di rete Ethernet e WIFI
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DOTAZIONE DI LABORATORIO -2
Computer e Software

> diversi computer con installati 1 sistemi operativi Windows e
GNU/Linux (distribuzione UBUNTU per i client);

> Un computer con s.o. LINUX Fedora con installati i1 server WEB
(Apache), FTP (vsftp), TFTP, 1 servizi di rete DHCP, DNS, SAMBA
(condivisione di cartelle tra PC Windows e LINUX), Syslog;

> software open source e free di analisi e monitoraggio delle reti
(Wireshark, ZenMAP/Nmap, Syslog, PachETH, Netstumbler, ecc.),

> software open source e free per ufficio LIBREOFFICE
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DOTAZIONE DI LABORATORIO -3

> WEBCAM per videosorveglianza collegabile in rete via WiFi e Ethernet
> Telefonia su IP (Voice over IP) sulla rete del laboratorio realizzato con:

PC server con installata la distribuzione LINUX ASTERISKNOW che
funge da centralino VoIP multimediale (IP-PBX)

Videotelefoni software (softphone) XLITE, 3CX, ZOIPER installati suli
PC client Windows e Linux

> Software per la configurazione degli apparati di rete Cisco:
Cisco Configuration Professional (CCP)
Cisco Nework Assistant (CNA)

£>
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L a simulazione delle retl con
Cisco Packet Tracer
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Materiale didattico online Cisco CCNA1
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Materiale didattico online Cisco CCNA1

File Modifica Misualizza Cronologia Segnalibri Strumenti  Aiuto

Al Cisco Networking Academ... % | &% Courses and Certifications ... * ‘ dits Launch Chapter11: CCNAL % | Introduction to Networks x

% (- [} 0 static-course-assets.s3.amazonaws.com/IntroMetS0ERNU/ modulell//indechtml#111.1.4 || Q - Search By ZoneAlarm

% tp @J Pil visitati 7 Ultime notizie : Come iniziare

A Chapter 11: It's a Network > 11.1.1.4 Redundancy in a Small Network

Create and Grow Redundancy to a Server Farm

Devices in a Small Network

»

Another important part of network design is
reliability. Even small businesses often rely
on their network heavily for business
operation. A failure of the network can be
very costly. In order to maintain a high
degree of reliability, redundancy is required
in the network design. Redundancy helps to
eliminate single points of failure. There are I

Switches E

Redundant switches are present
to avoid a switching failure.

1

many ways to accomplish redundancy in a
network. Redundancy can be accomplished
by installing duplicate equipment, but it can
also be accomplished by supplying
duplicate network links for critical areas, as
shown in the figure.

The smaller the network, the less the
chance that redundancy of equipment will
be affordable. Therefore, a common way to
introduce redundancy is through the use of
redundant switch connections between
multiple switches on the network and

! Click the blue highlighted devices and connections for mare informatian.
between switches and routers.

-

n_servers often have multinle MIC ot

1
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SW per la configurazione di router Cisco
Cisco Conflguratlon Professional (C

¥ Cisco Configuration Professional

3
Application  Help

/\; Home [ L= configure l Y vonitor | g O,EQ © Cisco Configuration Professional ‘é':s'él",‘

Select Community Member;

«
Configure > Router > Static and Dynamic Routing ) d

_ .
3

B In face anagam ¥ "
N Aot static Routing add. | Edt. | Detete | Deletann |
__J Interface and Connections
v 3 Router Destinabon Network Forwarding Optional
[[) Router Options Prefix Prefix Mask Interface or IP address Distance Permanent Route | Track No
» 53 Time 10.0.0.84 255255 256192 10.0.0.201 1 Na None
SRR 100.0.128 256.255.255.192 10.0.0.193 1 No None
e 10.0.0.128 256.255.255.192 10.0.0.201 10 No None
» 3 DHCP 1000196 255,255.266.252 1000193 1 Na None
» I ONS
L} Statc and Dynamic Reouting
» L asa
» 3 ACL
J NAT
[ os 73| ] 3

» G Performance Routing

[} Router Provisioning Dynamic Routing Ed.

(R S0P ltem Name Item Value
L) swme RIP Enabled
|y Legaing RIP Version Version2
A Network 100.00
(1 hetfey Passive Interface FastEthernet0s0 FastEthemetos
» 53 Security
OSPF Disabled
EIGRP Disabled
= =
" Flash File Managemant
Configuration Editor
Configuration to PC
Wirite to Startup Configuration
“Telnet
#Reload Davice
» Ry View
B | |
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SW per la configurazione di switch Cisco

Cisco Network Assistant (CNA)
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Zenmap

Command.

o
%

; Target: 10.0.0.0/24

VEETDSTECES N E
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Hosts Services

Host

PC3.1ab8 (10.0.0.43)
PC11.1ab8 (10.0.0.51)
server-labs.labs (10.0.C
PC8.1ab8 (10.0.0.48)
10.0.0.250

PC4.1ab8 (10.0.0.44)
switchs.lab8 (10.0.0.5)
PC10.1ab8 (10.0.0.50)
switch3.labg (10.0.0.3)
firewall.labg (10.0.0.1)
PC9.1ab8 (10.0.0.49)
PC1.1ab8 (10.0.0.41)
switchd.lab8 (10.0.0.4)
PC6.1ab8 (10.0.0.46)
PC7.1ab8 (10.0.0.47)

nmap -T4-A-v-PE
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VoIP con Asterisk e softphone SIP

#::anlude "vm_email. im.:" Xolile: Docente
#include "vm_general.inc"

Softphone View Contacts Help

w Manage Dialplans - Mozilla Firel

; Eile Modifica Visualizza_Cronologia_Segnalibri_Strumenti _Aiuto
envelope = yes &' On the phone
moveheard = yes

%) Manage Dialplans

& % | [ (8 |1000.508088/static/config/indexhtml [E] Google Al n
% . 8} it visitati ) Uttime ntizie { | Come inizire
;format=gsm ; decommentare se si
7 y A || Cerca | -l e
; Docente: Call established 00:01:47 —
minpassword = 4 ; lunghezza mini 300 wice) o @.‘) . Apply Changes | | Logout
2 3 Video)
; per cambiare la propria passwo. d‘g“"m‘ASlcns'k
; chiamare il numero della propri & Syat D
; digitare prima 0 e pOl 5 Please click on a panel to
R manage related features
; immettere la nuova password seg % Trunks ¥ [-1 % Conference Rooms I-]
‘ ' P e perking Lot 0
saycid = yes ; con questa opzio ¢ Extensions ¥
£ () T T 8 D @ Free @ Ringing @ Busy ® UnAvailable Mo Parked Calls o
7 Na Type
[default] ) 22 Trunks ® 6001 docente Messages : 0/0 SIP User % System Info -1
; usando il context [default] no 1 2 3 Outgoing Calling Rules - "o Extension assigned Check Voicemails VoiceMsilMain (R Network | Memory | Disk |
; il context nella funzione Voice] Dial Plans ~ *No Extension assigned Dial by Names Directory Hostname:
; v i i ASTERISK.LABDRE
J 11 oty e e (rouney 4 5 6 e Gumnea & "
; . 88 Ring Groups 4 0OS Version:
® Music Hold Linux ASTERISK.LABDRS 2.6.18-194.11.1.el5 #1 SMP Tue
100 => 1234, Docente, nome.cognol s Aug 10 19:09:06 EDT 2010 1686 1686 1386 GNU/Linux
101 => 1234, Studente, nome.cognoflil AT IauIE 7 8 9 ol el
o R T Z &8 Vol 5 Asterisk Build:
:ng:22> = 1222 ’ ITPi _home . coghomelp 88 Time Intenvals Rserisk/1.6.2.11
: => s Onelio, nome.cognom = 0 # 18 Incoming Caling Rl Asterisk GUI-version : SVN--rexported
% 5 = Voicem:
108 => 1234, lab-tele, nome.cognome@provider.it ; lab-tele . o ;‘Em;rpm';&:;'";m;: crer 2012
. : . . : : Zaging/Intercom 'Ti r 1381
109 => 1234, Vicario, nome.cognome@provider.it ; Vicario ‘ & 2 (1) " g{
110 => 1234, Collaboratore, nome.cognome@provider.it |tz=Europe ; bidello ¢ / "F‘D‘T L) Uptime: |
28 Follow Gace b

|2 S

|200 => 1234, Segretaria, nome.cognome@provider.it ; segreteria EnIOVmQ your
1300 => 1234, Dirigente, nome.cognome@provider.it ; dirigente experience
{310 => 1234, Dirigente, nome.cognome@provider.it ; smart-dirigente

|S00 => 1234, Assistente, nome.cognome@provider.it ; assistente

1001 => 1234, centralino, nome.g_ognome@provider.it ; centralino
_[docente@localhost asterisk]$ || g

- Rl ) @

.

Sofiphone  View Contacts

) On the phone

Telefoni software (softphone) XLITE,
3CXphone, Zoiper

Work
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Controllo centralizzato (docente/studenti)
con ITALC

iTALC - intelligent Teaching And Learning with Computers -
Software open source multipiattaforma, gratuito, per il controllo interattivo di computer in rete.

Ordina
X-Lite - Docente

Softphone View Contacts Help

&' On the phone

Docente: Call established 00:01:21

ITIS E. MAJORANA - CESANO MADERNO



